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Organizational Cyber Security
Student’s Name
Institution Affiliation
Course
Due Date


Roles of Various employees in Cyber Security
	Title
	Roles
	Responsibilities

	Chief Executive Officer (CEO)
	Directs all the activities that pertains to cyber security.
Partner with CISO in identification of cyber security threats.
Formulate and implement policies that pertains to cyber security risks.
	Maintain the awareness of the risks of the company in case of a security bleach. 
Hire or fire CISO and other technical employees working in cyber security.
Understand and communicate cyber security risks

	Chief Operations Officer (COO)
	Conduct cyber security risks assessments.
Manage cyber security risks in case of occurrence.
Assume the accountability of cyber security activities and personnel.
	Assess the adaptability and preparedness of the organization to cyber security threat.
Oversee the use of their parties in conducting system assessments such as pen-testing


	Chief Financial Officer (CFO) 
	Approving the budgets and purchase that deals with cyber security.
Assess the financial risks that the company might experience in case of information security breach
	Draft organizational continuity plan in determining the cost of information security breach in case it occurs.
Advocating for disaster recovery plan in case of occurrence of information disaster. 

	Chief Information Officer (CIO)
	Mapping and classifying data and information depending on their value.
Some information is highly classifies, while others can be availed to the public.
Participate in conducting vulnerability assessments.
	Develop a risk profile
Develop strategies for cyber security risk management.
Control and enforce cyber security controls.
Makes audits and on-site visitation.
Participate in security assessment and pen-testing procedures.

	Chief Information Security Officer (CISO) 
	Work with Chief information officer and Chief financial officer in procurement of cyber security-related products.
Advices the company in matters cyber security.
Identify team members (C-Level)
	Formulating and implementing the IT security procedures and programs.
Design policy for protecting information and network systems.


	Senior Security Manager
	Create cyber security reports on a regular basis, such as monthly.
Conducting information security awareness training.
Promote data security through enforcing policies formulated.
	Perform the three Cs of information security.
Conduct an internal and external security threats.

	Information Security Architect
	Conduct ethical hacking- penetration testing to assess the vulnerability of the network structure.
Work with CISO in implementation of cyber security products and policies.
Supervise s=cyber security awareness.
Upgrade and update cyber security systems.
	Responsible for developing cyber security structures.
Protect develop maintain cyber security structures that protects the system form intrusion of hackers, malwares, and viruses.
Conduct research and advices the management on the cyber security structures.
Conduct research and studies in developing protocols of system authentication.

	Information Security Engineer 
	Identifying risks, threats and vulnerabilities of information system.
Regular reporting on cyber security.
	Conducting system troubleshooting.
Respond to any form of information security breaches and threats.
Participate in upgrading the information security system. 

	Information Security Auditor
	Assess the security status of the system through conducting security assessments.
Provide reports of cyber security audits.
Present and interpret the data on the cyber security reports to the managers.
	Provides advice to the management on any issues relating to the security of the information systems.
Test the practicability of the policies of cyber security as formulated by the organization.


	Information Security Analyst 
	Prepare reports on cyber security.
Research on the trends in information security.
Establish security standards and measures.
Advice or recommends ideal securing improvement measures.
	Monitor the networks of the organizations for any possible breach on the cyber security.
Install cyber security software.

	Security Technician/Specialist 
	Analyze and assess information security risks.
Design and participate in implementation of security measures. 
	Responds to security breaches, hacking and malwares.
Conduct installation and configuration of security systems in the organization.
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